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Summary
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centralized logging server, suchasylog server offers several benefits. The log files become useful for
troubleshooting purposes, if needed. Also, keeping an unaltered set of logs in a different location can aid

in forensic activities after an attack.

This document explains how to agb Splunk for monitoring a VMware Environment. This includes
monitoring the ESX/ESXi Server logs, the vCenter Server Logs and some ofdheseildces to
vCenter. It also includes generic event logging for Windows and Linux guest operating systems.

Requirements

The Splunk Server can be downloaded from the web- $itip://www.splunk.com/. For this document,

we will be using the Linux version on an Ubuntu server VM. Refer to the documentation for system
requiremerts, but current recommendation call for a dual processor system with 4GB RAM. There are
versions of Splunk availalfier several operating systems, including Windows. | chose Ubuntu for this
document becausé is free and easy to install.

Windows Event Lgs will be monitored using SNARE. Windows text based log files will be monitored
using Epilog. Both of these agents can be downloaded Fibpy/sourceforge.net/projects/snare/.

Preparing the Splunk Server

Create a VM with 2 vCPUs and 4GB vRAM. Install Ubuntu seimeese the OpenSSH package during

the installation if you wish to perform remote administration. No other packages are required. Once the
installation is complete, update your systemuoypningsudo aptget updateand thensudo aptget

upgrade For more information, refer to the official server guide at:
https://help.ubuntu.com/9.04/serverguide/C/index.htnar
https://help.ubuntu.com/9.04/serverguide/C/serverguide.pdf

After the system is updated, install VMware Tools following this guide:
https://help.ubuntu.com/community/VMware/Tools

Download the latest copy of Splunk Server from the Splunk web site and copy it to the /tmp directory on
the Ubuntu server using SCP.
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Installing Splunk Server

convery@ubuntu-vm: tmps l1s
leplunk-3.4.9-57762-1linux-2.6-amndb4 .deb
convery@ubuntu-un: tmpS _

Copy the latest installation package to
the /tmp directory using SCP.

convery@ubuntu-vn: tmpSs sudo dpkg -i splunk-3.4.9-57762-1linux-Z.6-amdb64.deb

Use the dpkg utility to install the
package:

sudo dpkgzl splunk3.x.xxxxxxlinux-2.6-
amd64.deb

convery@ubuntu-un: tmp§ sudo dpkg -i splunk-3.4.9-57762-linux-2.6-amdb4d.deb
[sudo]l password for dconvery: _

Enter your password.
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converyBubuntu-vn: tmpy sudo dpkg —-i splunk-3.4.9-57762-1linux-Z.6-amdb4.deb
[sudo]l password for dconvery:

[Selecting previously deselected package splunk.

(Reading database ... 39093 files and directories currently installed.)
wpacking splunk (from splunk-3.4.9-57762-1linux-2.6-and64.deb)

[Setting up splunk (3.4.9-57762) .

iy Lk has been installed in: Note the installation path and the url for
roptosphn your new Splunk Server:

To start Splunk, run the command:
soptssplunksbinssplunk start

To use the Splunk Web interface, point your brouser at: $SPLUNK_HOME = /munk

http:/r ubuntu—un:8000

omplete documentation is at http:rrwww.splunk.comnsrrsdocs

http://SplunkServerFQDN:8000

converyRubuntu-um: tmpg _

converyBubuntu-vn: tmpy sudo soptrssplunksbinssplunk start —-accept-license_

Start the Splunk Server and accept the
license:

sudo /opt/splunk/bin/splunk start-
acceptlicense

erifying databases...
erified databases: _audit, _blocksignature, _internal, _thefishbucket, histo
main, sampledata, splunklogger, summary

fill preliminary checks passed.

[Starting splunkd. ..

lBtarting Splunk web...roptrsplunkssharessplunkscerts does not exist. Will create|
Generating certs for Splunk web server

Generating a 1024 bit RSA private key

.riting new private key to 'privkeySecure.pen’ .

o tare Confirm the Splunk Server has started.
lsub ject buntu-umnsD=SplunkUser

Getting CA Private Key

riting R3A key

[Bplunk Server started.

The Splunk web interface is at http:r ubuntu-um:5000
If you get stuck, we're here to help. Feel free to email us at 'support@splunk.

convery@ubuntu—un: tmp§ _
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converyBubuntu-vn: tmpy sudo soptrssplunksbinssplunk enable boot-start_

Enable the Splunk Server to start on bo

sudo /opt/splunk/bn/splunk enable boet
start

converyBubuntu-vn: tmp5 sudo soptrssplunksbinssplunk enable boot-start
ipdate-rc.d: warning: setcrsinit.dssplunk missing LSB style header
Adding systen startup for retcrsinit.dssplunk ...

retocsrcO.d/KZ0splunk -> .. rsinit.dssplunk

retocsrcl.d/KZ0splunk -> .. rsinit.dssplunk

retocsrch.d/KZ0splunk -> .. rsinit.dssplunk

retocsrcZ.dsSZ20splunk -> L sinit.dssplunk

retocsrec3d.dsSZ20splunk -> L rinit.dssplunk

retocsrcd.dsSZ20splunk -> L rinit.dssplunk

retocsreh.ds3Z20splunk -> .. sinit.dssplunk

Init script installed at retcsinit.dssplunk.

Init script is configured to run at boot. Conﬂrm tha‘t auto Start |S enabled

converyRubuntu-um: tmpg _

CONGRATULATIONS®u have installed your Splunk Server. Easy huh?
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Setting up ESX Serversand Linux VMs for Monitoring
Setting up an ESX a LinuxServer for monitoring requis you to edit théetc/syslog.contconfiguration
file. In this example, we will use vi, but nano can be used as well.

[root@esxBB1 ~1# vi setcssyslog.conf_

lucy, nems.crit svarslogsspooler

jt Mostly unused facility
local?. = svar/log/Messages

jtzend all localb. info messages to special sumMmary log only.
local6. info;local6. tnotice #var/ log/umMksummMary

ftzend all umkernel .warning mMessages to Wwarnings logs.
localB.warning svars log/umkuarning

jtzend all local6.notice and higher m™esszages to uvmkernel log.
localG.notice svarslog/umMkernel

jtzsend all userworld proxy mMessages to proxy log
ocals. = svars logs/uMkproxy

iucp, nemws. crit svarslogsspooler

j# Mostly unused facility
local7. = svarslogs/messages

jtsend all localb. info messages to special summary log only.
local6. info;localb. tnotice svar~ log/vmksummary

ftzend all uvmikernel .warning messages to warnings logs.
localb.warning svarslog/umkmarning

jtzend all local6.notice and higher messages to wvmkernel log.
localBG.notice #var/log/vmkernel

jtsend all userworld proxy messages to proxy log
localS5. = svars logsumkproxy

jptzend all to syslog server
.* @192.168.23. 148

David Convery
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Login to the console as root (or use sud
and begin to edit théetc/syslog.confile:

vi /etc/syslog.conf
-OR
sudo vi /etc/sysloganf

Go to the end of the file by entering:
<SHIFT>G

APPEND the line by entering:
a

Add a line to point to the Splunk Syslog
server:

# send all to syslog server

** @192.168.23.140

(Substitute the IP address for your Splu
Server)
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lucy, nems.crit svarslogsspooler
Mostly unused facility

local?. = svar/log/Messages

jtzend all localb. info messages to special sumMmary log only.
local6. info;local6. tnotice #var/ log/umMksummMary

ftzend all umkernel .warning mMessages to Wwarnings logs.

localB.warning svars log/umkuarning WR“_E and QUIT by entermg

end all local6.notice and higher m™essages to uvmkernel log.
localG.notice svarslog/umMkernel

end all userworld proxy mMesszages to proxy log -VV(]
local5. = svars logs/uMkproxy -

jtzend all to syslog server
L% @192.168.23. 148

Mostly unused facility

local?. = svar/log/Messages

jtzend all localb. info messages to special sumMmary log only.
local6. info;local6. tnotice #var/ log/umMksummMary

ftzend all umkernel .warning mMessages to Wwarnings logs.
localB.warning svars log/umkuarning

jtzend all local6.notice and higher m™esszages to uvmkernel log. Restart the Syslog SerV|Ce, enter

localG.notice svarslog/umMkernel

jtzsend all userworld proxy mMessages to proxy log

focals suarslogsimkproxy letc/init.d/syslog restart

jtzend all to syslog server
L% @192.168.23. 148

"setcs/syslog.conf” 41L, 1162C written
[root@esxBA1 ~1# setcsinit.d<syslog restart_
localb. info:localb. tnotice svar/ log/vmksummary

ftzend all uvmikernel .warning messages to warnings logs.
localb.warning svarslog/umkmarning

jtzend all local6.notice and higher messages to wvmkernel log.
localBG.notice #var/log/vmkernel

jtsend all userworld proxy messages to proxy log
localS5. = svars logsumkproxy

ftsend all to syslog server . .
-x 8192.168.23. 148 The syslog service will restart

"setcssyslog.conf” 41L, 1162C written
[root@esxBB1 ~1# setcsinit.d-syslog restart
lShutting down kernel logger:

lShutting down system logger:

[Starting system logger:

[Starting kernel logger:

[root@esxBB1 ~1# _
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ftsend all umkernel
localB.warning

.Warning Messages to warnings logs.
svars log/umkuarning

jtzend all local6.notice and higher m™esszages to uvmkernel log.
localG.notice

jtzsend all userworld proxy mMessages to proxy log
local5. = svars logs/uMkproxy

jtzend all to syslog server
L% @192.168.23. 148

"setcssyslog.conf™ 41L,
[root@esxBB1 ~1# setcrsinit.d<syslog restart

[Shutting down kernel logger:

[Shutting down system logger:

[Starting system logger:

[Starting kernel logger:

[root@esxBB1 ~1# esxcfg-firewall -o 514,udp,out,syslog
[root@esxBB1 ~1# esxcfg-firewall -1

[root@esxBA1 ~1# _

1162C written

svarslog/umMkernel

Setting up ESXi Servers for Monitoring
Setting up ESXi servers requires connection using the VI Client, either directly to the ESXi Server or
through the vCenter Server. As an alternative, you can use the vCLI or PowerCLI for this task.

(%) Advanced Settings

x|

I
Misc
het

Syslog.Remate, Hostname:

Hostriame to which syslog data will be Forwarded, Disabled on null,
Mem

Cpu
huma
LPage
Dk
Migrate
Scsi

Syslog, Remote, Port
Port to which syslog data will be Forwarded.

Min: 1 Max: 85535
User

NFS

YMFS3
BufferCache
caw
Power

Fs5

FT
DirentryCache
Uservars
Annokations
- Config
ScratchConfig
=) Syslog

i LoLocal
= vMkernel

L. Boot

o ]

192.166.23, 140

514

Cancel Help
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(ESX Onlyonfigure and restart the
firewall:

esxcfgfirewall ¢o 514,udp,out,syslog
esxcfgfirewall ¢l

Open the VI Clientral select the ESXi
server. Click on th€onfigurationtab

and then on theAdvancedink. Browse
to Syslog > Remotand enter the IP
address and port for the Splunk Server.
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Setting up vCenter Servers and Windows VMs for Monitoring

Monitoring a vCenteBSener, a VMware Update Manager Server and any Windows based physical or
virtual machine will require agents to parse the logs and send them to the syslog server. We will use
SNARE and Epilog for this purpose. These agents can be downloaded from
http://sourceforge.net/projects/snare/.

Setting up SNARE

SNARE will be used to monitor the Windows Event Logs. It will convert them and send to the syslog
server.

=
Snare Auditing
Do you want SNARE to take over control of your EventLog Configuration?
[Recommended)
If you wish, SNARE can be configured to manage your Eventl og configuration.
SNARE will set the Event Configuration on the Local Machine, and vl
recursively set file auditing on pour local files, based on the Objectives pou configure.
However, this will overide any existing audt settings on the local machine, .
, , Download the SNARE installer package forryc
Mate that these values can be changed in the ‘Canfiguration’ section of the SNARE
remote control interface. . . .
. _ version of Windows. Use the Vista package fc
o pou want SNARE ta take over control of your EventLog Canfiguration?
[Recommended) .
e Windows 2008.
© No
< Back I Mext > I Cancel
STk
Remote Contiol Interface

“would pou like to use the SNARE Remote Control Interface?

The SNARE Remate Contral Interface provides an administrator with access to
configure and monitor the SNARE agent via a web interface. “Withaut this feature, the:
registy is the only available method to update the SNARE agent configuration,

“would pou like ta enable this feature? Would pou like to pazsword protect access to the

P e e For remote control, select:

 *Yes - with passward [curmently ‘snare’]

SN Yesg with password, local access only

© No

< Back I MNest » I Cancel
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INTTeRr\ - SNARE for Windows

SNARE Version 3.1.4 Status Page

Open a browser and go to:

http://localhost:6161

Connect to localhost 2 x|

o

The serwer localhost at SMARE requires a username and
password,

Watning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication

without & secure connection). Log | nc rede ntl al S arsn arel sSnare
User name: |€ snare =l
Bassward: | senss|

™ Remember my password

e P —— = Click on theNetwork Configurationlink in the
SNARE Network Configuration Ieft pane'
—— Enter the IP address and port of the Splunk
|G
Server.
i Enable SYSLOG Header

o s Set SYSLOG FacilitySgslog

#  Set SYSLOG PriorityDd¥ NAMIC
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SNARE for Windows

NTreR\ o

SNARE Remote Control Configuration

of the SKARE unitis:

Restrick remate controlof SNARE 3gent o cercain hoses 4
1P Address alowed toremote conrol SNARE [z rr—
Recuire 3 password orremote contrl? v
Passwordto llow remote ortrol of SNARE [rovesseseent
Change Web Server defaut (6161) port -

Web Server port

Changs Configuraion ResetFom

INTreR\ o - SNARE for Windows

SNARE Filtering Objectives Configuration

The following fitering objectives of the SNARE unit are active:

General

ity [EventID user fuser
Criticality inciuge/exclude [Fvent 10 Match Include/Exclude Match Match Returm |Event Src |Order
nformation Include Logon_Logoff Indude: security
tion
ex indude Process_Events nclude emdexe security
Information
jaming
Success
Failore.
wemineIndiude User_Group_Management_Events include = Emor Isecuriy
Information
Warning
nformstion Include Reboot_Everts Indiude: ucess lsecurty
Success
Failre.
finduge security_policy_Events Inciude: o Emor Isecuriy
Information
,,,,,,,,,,,,, include - nclude Ryt o
s L » Appitcation

Selec ths button to add a new objectve.

|

INTTeR\ o SNARE for Windows

SNARE Filtering Objective Configuration

The following parameters of the SNARE objective may be set:

© Account Acminstration

© Change the security policy

Identiy the high level event © Restart, shutdown and system

C startor stop a process.

© Use of user rights € s Event
© any event(s)

Select the Event ID Match Type  Indude € Excude

Event ID Search Term

Optiona, Comma separated: only used by the Any Event’setting above.

General Search Temn

Widcards sccen

Select the User Match Type

User Search Term

User Names, comma separated. Wicards accepted

[ —

 Incude € Excude

 Success Audit ™ Faiure Audit
Identiy the event types to be captured I tnformation I~ waming

error

W Security I system

™ Applcation I Directory senice

I ons server I Fie Repikation

@@ critcal €@ prority © O warning € © information € O clear

Changs Configuraion ResetFom

David Convery
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Click on theRemote Control Configutéon link
in the left pane.

Enter a secure password

Edit theFiltering Objectives Configuratioas
necessary by clickingodify.

Edit as needed.
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INTreR\ o SNARE for Windows

Current Events

After a few minutes, click on tHeatest Events
link in the left pane and verify that the Eve
Log is being monitored.

Setting up Epilog

Epilog will be used to monitor all of the text based log files associated with the vSpere services and any
other services that you wish to monitor.

Check outittp://viops.vmware.com/home/community/management/loggirfgr some good logging
information. Checlttp://kb.vmware.com/kb/1010956or the VMO logs.

15! Setup - Epilog I ] 3
Remote Control Interface AN
would you ik to use the Epilog Femote Control Inteiface?

The Epilog Remate Control Interface provides an administrator with access to configure
and monitor the Epilog agent via a web interface. Without this feature, the registry is the
only available method to update the Epilog agent configuration.

m#:ic:nau[mg 't—luLanails oir:IrSn;Enﬂ:éT; Would you ke to password protect access to the Down |0ad th e E p i IOg in Stal Ie r pmge fOI' yO ur

" Yes - with password [curently 'snare] VerSIOI’] Of Wl I"IdOWS . Use the V|Sta paCkage f(
(o :Yes - with password, local access onl}é .

€ Yes - with NO passwerd, local access ol Windows 2008.

" No

< Back I Mext » I Cancel

David Convery Pgl130f 18 www.dailyhypervisor.com


http://viops.vmware.com/home/community/management/logging
http://kb.vmware.com/kb/1010956

Setting up Splunk for
VMware Monitoring

Connect to localhost 2 x|

o

The serwer localhost at SMARE requires a username and
password,

Watning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without 3 secure conmection).

[ orore El

User name

Password:

™ Remember my password

Epilog for Windows

NTreR\ o

SNARE Log Configuration

David Convery
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Open a browser and go to:

http://localhost:6162

Login with snare / snare

Click on thd_og Configuratiorink in the left
pane.

Clikk on theAdd button.

Enter thepath andlog name formatfor the log
file you wish to monitorand clickChange
Configuration.
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Repeat for each additional log file.

INTTeR\ o Epilog for Windows

SNARE Network Configuration

9216623140

Click on theNetwork Configurationlink in the

left pane edit the settingsand clickChange
Configuration.

Enable SYSLOG Header?

5Y5L0G Faciity
SYSLOG Prior ity

@ 1 1985-2005.

INTTeR\ o Epilog for Windows

SNARE Remote Control Configuration

Click on theRemote Control Configuratiofink

in the left panereset the snare passwomhd
clickChange Configuration.
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INTreR\ o Epilog for Windows

SNARE Filtering Objectives Configuration

xxxxxxx
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Click on theDbjectives Configuratiotink in the
left pane. Click on thédd button.

Enter* and clickChange Configuration.

When finishedg¢lick on theApply the Latest
Audit Configurationlink in the left pane.

Click on thdLatest Eventdink in the left pane
to monitor the logs.
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